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Abstract — Power systems are one of the most
multifaceted systems and have a large significance in
present society. For stable and continuous operation of
such systems, numerous protection methods are
compulsory. Although, modern power systems are
fortified with numerous protection schemes with the
goal of evading the unexpected events, they are still
impacted by various emergency and mal-operation
conditions. The most severe disturbances put the entire
or at least a part of the network at the risk of blackout.
If the emergency is not dealt with timely and accurately,
the power system is probable to have cascading failures,
which ultimately lead to a blackout. Due to the severe
impacts, many nations around the world have research
teams whose main task is to circumvent blackouts on
their systems. Moreover, due to ecological concerns and
expensive system expansion, power systems generally
operate closer to their limits, which upsurges their
vulnerability and possibility of blackouts. With the
continuous development of power systems, rise in grid
intricacy, and the drift towards deregulated market,
vulnerability assessment is critical. It is of great
significance to include vulnerability in power system
planning and operating procedures, as it is the key to
accurate assessment of power system security and
stability. Thus, this paper aims to review the concept of
vulnerability assessment in power systems and the
associated research. This review can be a great starting
point for researchers in the domain of power system
security and vulnerability.
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. INTRODUCTION

The power system is one of the most critical
infrastructures of society, and therefore, any failure to
this system can drastically impact the security of the
associated consumers. Numerous systems such as
transportation, education, trade, banking, etc., heavily
rely on reliable and continuous operation of power
systems. Regrettably, the unforeseen climate changes
and alarming number of natural disasters may
radically increase the vulnerability of power systems,
causing substantial outages, thereby disrupting power
supply to critical loads for days and sometimes for
weeks [1]. During the years 2003 to 2012, severe
weather-related events contributed to roughly 58%
outages in the USA, which is estimated to have an
average burden of 18-33 billion $ annually to the
economy of USA [2]. The swelling dependency on
power systems coupled with an increased number of

natural disasters has drawn the attention of both the
research community and industry to reduce the system
vulnerability [3-6]. One of the stimulating difficulties
faced by power system operators nowadays is
enhancing the vulnerability level in the system.

Recently, various natural disasters and deliberate
human attacks have caused unparalleled challenges for
power systems, which emphasizes that power systems
are still unprepared to tackle extreme events. For
instance, the 2008 snowstorm in South China resulted
in over 129 faults on transmission lines. This caused
power outages to 14.66 million homes. In 2012,
Hurricane Sandy resulted in chaos on the east coast of
the U.S. It is projected that such disasters will continue
to rise, due to climate change and the aging energy
infrastructure. Thus, it is imperative that power
systems can endure events with huge negative impact.
Therefore, it is important to define and debate the
concepts of vulnerability in relation to electric power
systems.

The rest of the paper is organized as follows.
Section Il discusses about power system vulnerability.
Section 111 presents a review of major works related to
vulnerability assessment in power systems, Section 1V
mentions some significant research gaps. Finally,
Section V concludes the paper with a proposed
direction for future research.

Il.  POWER SYSTEM VULNERABILITY

Power system vulnerability does not have a
standard definition, but [7] defines it as the insufficient
ability of the system to endure an unwanted event.
Vulnerability analysis plays a significant role in aiding
transmission network operators, and identifying
vulnerable components, whose protection will result in
a system, that is resilient against high impact low
probability (HILP) events [8]. Generally, these events
are a result of weather- related hazards, such as
snowstorms, landslides, tornadoes, and floods [9].
Reference [10] defines a wvulnerable system as a
system that functions with a “reduced level of security
that renders it vulnerable to the cumulative effects of a
series of moderate disturbances.” Reference [11]
describes the notion of vulnerability connecting the
system security level with the inclination to alter its
operating conditions to a critical state, which [12] calls
the “Verge of Collapse” state. Similarly, [13] defines
power system vulnerability as “a measure of risk
associated with the physical, social, and economic
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aspects and implications, resulting from the system’s
ability to cope with the resulting event.”. In a nutshell,
the main aim of vulnerability assessment is to
determine the ability of a power system to continue to
provide service when an unexpected catastrophic
contingency occurs.

The wvulnerability of power systems can be
categorized into five broad dimensions to formulate a
generic background for vulnerability assessment [14-
15]. These dimensions are: threat/hazard, exposure,
susceptibility, coping capacity, and criticality. Using
these dimensions, a generic vulnerability framework
can be formulated, as shown in Fig. 1.

Vulnerable System

Vulnerability

Exposure
Threats — | ; <

Susceptibility

Consequences for Society
L ) (Criticality

Coping Capacity

Fig. 1. General vulnerability framework

Threats and hazards are often used
interchangeably, since hazards are included in threats.
According to [13], a threat is any indication or
unforeseen event capable of interrupting a system, in
part or in whole. This definition incorporates all likely
causes of threats, i.e., natural hazards, technical errors,
human mistakes, and deliberate acts of disruption. As
evident from Fig. 1, system wvulnerability is
categorized into susceptibility and coping capacity.
The susceptibility of the infrastructure is the extent to
which a threat can cause a disturbance in the system.
This broadly depends on the operational limits of the
system. According to [15], a system is considered
susceptible to a threat if that threat causes an
undesirable system event. The coping capacity is the
ability of the system operator and the system itself to
deal with an undesirable situation, minimize adverse
consequences, and reinstate the normal operation of
the system. The best manner to evaluate the criticality
of an infrastructure is in terms of the reliance of
society on that infrastructure. Criticality is the degree
to which the infrastructure customers will be affected,
when a system fails to perform its planned operation,
the severity of which can be evaluated by numerous
aspects, such as disturbance duration, financial
consequences, social consequences, and technical
consequences [15]. Reference [16] uses the
conventional bow-tie approach to describe the concept
of vulnerability in power systems, as shown in Fig. 2.
The major undesirable events affecting a power
system are power system failures due to natural events
(e.g., a strong snowstorm), operational/technical
errors, human mistakes, and intentional acts of terror.
The consequences are quantified in terms of blackouts.
The threats might cause power system failures due to a
chain of events culminating in severe consequences.
As shown in Fig. 2, various barriers (labeled B1, B2,
etc.) are present to avert threats from forming into
unwanted circumstances and to decrease the
possibility of extreme consequences. A system is more
vulnerable towards these threats if these barriers do
not function properly.
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Fig. 2. Threats, unwanted event, consequences, and barriers

According to [17], power system vulnerability
indices can be divided into two main classes:
operational and non- operational. These are outlined in
Fig. 3.
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Fig. 3. Power system vulnerability indices

The operational performance indices deal with
internal and, usually, electrical performance measures
and non- operational indices focus on possible and
probable risks, linked with external factors, over
which transmission system operators (TSOs) have no
control. Depending on the kind of disturbance, the
risks which can be assessed using historical data are
termed as probable risks; and those for which any
statistical data is not available are known as possible
risks [17].

Power system vulnerability should be quantified
using appropriate indictors or indices. The conceptual
procedure for developing these indices is shown in
Fig. 4 [15]. Outlining the scope of the vulnerability
indicator is the first step in its development. The
purpose of the indicator should be concise. The second
step focuses on the creation of a theoretical framework
where all those aspects which affect vulnerability
should be well-defined with a nested structure of sub
aspects of wvulnerability. Moreover, the kinds of
indicators required to elaborate on various features of
vulnerability should be elucidated.
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Fig. 4. Procedure for development of vulnerability indicators

The third step consists of designing appropriate
indicators. This is done to ensure pertinent aspects are
considered. This step also incorporates the definition
of scales and the provision of suitable computation
approaches to report the selected indicators in a
uniform way. It is recommended that each indicator be
defined based on a standard template. If the number of
indicators is large or the aim is to analyze multiple
dimensional aspects, an aggregation of indicators is
required to form a composite indicator or a set of
indicators. After choosing the indicators, they need to
be tested in real scenarios to get feedback on their
performance from potential users. Therefore, data
must be gathered to formulate the indicators. A visual
display of results aids the user in capturing trends. The
design, computation methods, scales, aggregation
principles, and the visualization of the indicators
should further be adapted based on practical testing
experience. This process of enhancing and testing the
indicators is iterated many times until a final version
of the indicators is achieved [18].

I1l.  LITERATURE REVIEW

The method proposed in [19] evaluated voltage
stability status efficiently in both pre-contingency and
post contingency states using two outstanding
techniques, adapting the continuation method and the
local analysis of contingency effect. The suggested
approach was also able to determine vulnerable buses
of the power system from the viewpoint of voltage
security by determining the best candidates for the
start point of the voltage collapse phenomenon.
Results of testing the proposed techniques on two
practical systems confirmed the validity of established
approaches.

Reference [20] proposed a scheme to study power
system vulnerability considering the failures of
protection system. The power system vulnerability

was assessed by adequacy indices, such as Bus
Isolation Probability (BIP), Loss of Load Probability
(LOLP) and Expected Power Loss (EPL), and the
security index Probability of Stability (POS). A novel
vulnerability index, Integrated System Vulnerability
(ISV), was also presented to provide comprehensive
description of the network vulnerability.

In [21], two new vulnerability evaluation
approaches were proposed. One is based on the
distance of the current operating point from the
vulnerability border of the system. The other is based
on the anticipated loss of load. These two methods are
fully applicable to cascading events. The proposed
method was tested on the WSCC 179 bus test system.
A comprehensive procedure was developed in [22] for
assessing power system vulnerability with respect to
energy shortage, capacity shortage, and power system
failures. The goal was to identify medium- and high-
risk situations that necessitate corrective actions. The
Nordic power system was used for conducting
simulations. The results indicated that the system is in
a medium-risk state, suggesting the need to consider
numMerous measures.

Reference [23] attempted to assess the effect of
line outage, generation outage and amount of load
disconnected on the transmission network losses of a
large size power system. These were evaluated using
vulnerability index of power system loss. The goals of
this work were to assess and compare the efficiency of
the proposed vulnerability index in assessing the
vulnerability of a large size power system with other
known vulnerability indices based on anticipated loss
of load and generation vulnerability index. Reference
[24] presented a novel index to determine the
vulnerability of a power system. The process
combined stochastic and probabilistic methods to
determine the likelihood of a line overloading in a
power system. A case study was performed to examine
the ability of such an index in computing operational
aspect of power system vulnerability.

Reference [25] described a framework for
vulnerability analysis including extraordinary events
in power systems. The framework was based on a
bow-tie structure and identified threats, unwanted
events, barriers, and penalties. The results indicated
that one of the most stimulating parts of a vulnerability
analysis is the identification of the vulnerable
operational states and extraordinary events. An
extended topological technique was suggested in [26]
by incorporating several electrical features, such as
electrical distance, power transfer distribution, and line
flow limits, into the pure topological metrics. The
paper defined an extended betweenness centrality
which considers the features of power grids and can
measure the local importance of the components in
power grids. The results demonstrated that the
extended betweenness is superior to topological
betweenness in the identification of critical elements
in power grids.

Reference [27] presented a novel method for
measuring vulnerability of a power system. For
attaining this goal, several indices, that replicate the
health of the system, were calculated. The indices
allow assessing four different symptoms of system
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stress such as voltage instability, poorly damped
power oscillations, frequency deviations outside
limits, and overloads. The procedure was tested on the
IEEE New England test system using time domain
simulations. The results showed that vulnerability
starts to develop in a specific region of the network,
thereby, its evaluation can be used to coordinate
control actions that alleviate the penalties of the
disturbances and decrease the risk of cascading events.
A vulnerability assessment was suggested in [28] to
calculate the impact factors for power systems based
on generator and line outages. A Bus Impact Severity
(BIS) analysis was then designed and used to
determine the vulnerable buses. The buses with larger
BIS values can be considered as the better locations
for ESS (energy storage system) placement. Test
results showed that the ESS placement in the
vulnerable buses can effectively alleviate system
vulnerability.

In [29], the static strategy, dynamic strategy, and
space-pruning searching strategy were presented for
more effectively identifying the critical lines in the
multiple line attack scenarios. Moreover, the optimal
selection of critical lines in the multiple lines attack
was determined, based on the criticality of the lines.
The efficacy of the suggested attack strategies was
tested using three different bulk IEEE test systems. In
[30], a model based on risk-based decision-making
process was proposed for extreme weather events. The
presented method was tested on the IEEE 118-bus
system. According to the simulation results obtained,
the suggested risk-based model is a flexible decision-
making tool, which can help decision makers make a
tradeoff between economy and security.

In [31], an Optimal Performance Index (OPI) was
presented considering the real and reactive power
output from distributed generation (DG) units. This
suggested OPI considered multi-objective indices,
namely real and reactive power loss, fault current and
voltage, voltage deviation, harmonic distortion,
vulnerability for DG and bus with Vulnerability Index
(VI). The test system was modeled as a directed graph
network formed using power flow method in
Backward-Forward-Sweep algorithm. The topological
significance of each node was derived from
betweenness centrality to represent the weights. The
results were analyzed to validate the presented model
using OPAL-RT 5600 Real-time digital Simulator in
MATLAB/Simulink environment.

A method to identify vulnerable lines based on the
weighted entropy analysis technique was presented in
[32]. In this method, an assessment index, namely the
incremental power flow entropy, was first developed,
which was used to define impacts caused by variation
of the lines’ capability of carrying power flow
transfers on the vulnerability of the lines themselves at
the same aggregation level. A second assessment
index, namely structural importance, described the
structural changes of a power grid that are caused by
the integration of wind generation. Reference [33]
proposed a mathematical model based on graph theory
notions to quantify the criticality of transmission lines
and substations. The capabilities and effectiveness of
the topological characterization was demonstrated

using the IEEE 39-bus network. These results
provided useful intuitions on the association between
critical sets of transmission lines and critical
substations.

In [34], a mixed optimal power flow (OPF)
stochastic approach was proposed to simulate
cascading failures in a power system and to assess the
impact of wind generation in terms of its penetration
and uncertainty level. The presented method combined
both thermal stability model for transmission line
outage and power balance algorithms. Numerical
simulation results on the IEEE 300 bus system
indicated that uncertainty of wind energy has severe
influences on grid vulnerability in terms of cascading
overload failures under different contingency
scenarios. Results also suggested that higher
penetration levels of wind energy, if not controlled
suitably, will upsurge this severity because higher
uncertainties may be injected into weaker lines in a
grid. Reference [35] discussed the vulnerability
analysis and identification of key nodes in power grids
from the viewpoint of complex network. Based on the
AC Power Flow (PF) model and the network topology
weighted with admittance, the cascading failure model
was formed first. The node electrical centrality was
further elaborated, using complex network centrality
theory, to classify the key nodes in the network. To
efficiently examine the behavior and verify the
correctness of node electrical centrality, the net-ability
and vulnerability index were introduced to define the
transfer ability and performance under normal
operation and consequently, assess the vulnerability of
the power system under cascading failures,
respectively. Simulation results of IEEE 30-bus and
IEEE 57-bus test cases showed that the key nodes can
be efficiently recognized with high electrical
centrality, verifying the effectiveness of the analysis.

Reference [36] proposed a maximum flow-based
complex network method to classify the critical lines
in a system. The presented approach consists of two
main steps. First, the power network was modeled as a
graph with edges (transmission lines, transformers,
etc.) and nodes (buses, substations, etc.). The critical
scenarios were recognized using the principal
component analysis and convex hull. In the second
step, an improved maximum flow-based complex
network method was used for topology analysis. The
proposed approach was validated using the western
Danish power system. Consequently, the vulnerable
lines in the network were ranked. Simulation results
demonstrated the effectiveness of the approach by
intentional attacks and comparison with the planning
strategy from the system operator. In [37], the
vulnerability assessment was conducted using two
different indices: active power performance index and
voltage performance index. These indices provide a
means of comparing the relative severity of the
different line outages on the system loads and voltage
profiles. It was found that the most severe line outages
are those lines that interconnect the high load centered
with the rest of the regional power systems. Moreover,
the most vulnerable buses of the network in respect of
voltage limit violations were majorly found at the high
load centers.
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Reference [38] proposed a bilevel optimization-
based model to assess the vulnerability of a power
system, which is geographic-cyber interdependent
with communication network. The presented research
modeled simultaneous physical attacks on the power
system and communication network, while
considering the effects of communication network
disruption on the corrective actions taken by the power
system operator. Numerical results showed that the
vulnerability of a power system under physical attacks
likely upsurges when considering the geographic-
cyber interdependence. Based on the equal area
criterion, [39] proposed the weak line vulnerability
index of a two-area grid connected by multiple lines in
parallel or in series. Using the index, the weak lines
can be identified and the failures with the most serious
effect on them can be determined. Simulation analysis
of actual power grid examples verified the
effectiveness of the proposed indicators.

Reference [40] demonstrated that power systems
increase their vulnerability against cascading failure
events when they are weakly interconnected, such as
by a single power line. In these cases, the results
obtained indicated that it is better to interconnect
isolated systems with at least two or more transmission
lines. To validate this, the IEEE 24-bus RTS test
system network was used. The results obtained can aid
in comprehending the vulnerability of interconnected
power systems. In [41], grid vulnerability
identification was conducted by combined use of grid
network topology and centrality measures along with
real and physical characteristics of power grid. The
presented approach was validated by execution over a
section of Iranian 400 kV and 230 kV power grids.
The accuracy of the results obtained was confirmed by
comparison against results that obtained through
computations by Iran’s national dispatching body.

In [42], a method for vulnerable node identification
was suggested based on dynamic regional electrical
coupling. Considering mutual impact of operational
states of the nodes, regional electrical coupling, and
interdependency relations between nodes were
adopted to reflect the ability of the node to affect the
transient stability of its neighboring nodes. Also, a
coupling algorithm was suggested to recognize the
vulnerable nodes that will decline the system stability
most when they fail. Reference [43] proposed an
adjacent graph based on the spontaneous faults of an
electrical network to evaluate the electrical network
vulnerabilities from the standpoint of the overload
mechanism. Fault probability, load shedding, and
topological structure-based indices were presented to
define the weights of the directed edges in the adjacent
graph. Based on the physical features of the graph
mapped to the electrical network, the improved
betweenness based on the complex network theory
was suggested to recognize the critical branches of the
electrical network. Numerical results on an IEEE 118-
bus system demonstrated the efficiency of the
proposed technique.

The hidden geometry of current flow path was
proposed in [44] for analysis of vulnerability in power
system. Various metrics were defined to measure the
impact of line tripping on load flow and identified the

critical line in a perturbed grid. The presented method
allows to focus on the power grid vulnerable areas and
can help the control system operator to examine the
variations in power flow on transmission lines and
execute the essential corrective actions. In [45], a
vulnerability assessment method was presented based
on total power system loss which considered power
generation loss due to generation outage, power line
loss due to line outage, increase in total load and
amount of load disconnected. The aim of this study
was to examine the effectiveness of the presented
technique in assessing the vulnerability of power
system when subjected to various contingencies.

Reference [46] attempted to conduct a more
accurate approach of urban power grid vulnerability
assessment. To achieve this, firstly, the evaluation
index system was conducted through four aspects:
composition of power supply, grid structure, grid
operation and important power transmission channel.
Secondly, the basic indices and their weights were
determined through artificial neural network (ANN)
evaluation method. Lastly, the input data were
nondimensionalized and the evaluation index system
was formed. The objective of [47] was to create a
methodological basis for vulnerability analysis that is
complementary to traditional risk and reliability
analysis of power systems. It presented a
comprehensive framework of definitions, indicators
and approaches that can be used to classify, analyze
and monitor vulnerabilities in power transmission and
distribution networks.

IV. RESEARCH GAPS

From the extensive literature review of major
works in power system vulnerability, the following
gaps were identified. Firstly, there is a lack of a
generalized vulnerability index. Several indices have
been proposed in the literature. However, most of
them offer ranking methods based on some
performance indices which consider bus voltages,
active and reactive powers of generating units, and
transmission lines. Also, in some references, effective
vulnerability mitigation approaches focused on
ensuring resiliency and reliability of the grid, are
mandatory [6]. To the best of author’s knowledge,
there is a lack of a generalized index for both steady
state and dynamic vulnerability assessment. There is a
lack of precise information about how vulnerable an
element is following a contingency while vulnerability
assessment is done for all generating units,
transmission lines, and buses. Any proposed index
must consider a wider range of operation to cover both
dynamic and steady-state security regions [6].

No standard metrics exist for vulnerability
assessment. Most of proposed metrics often
underestimate the consequences of high impact events
and deal majorly with normal operating scenarios, i.e.,
these metrics cannot entirely address the impacts
caused by cyber-attacks and extreme weather events.

Although modeling extreme events, especially
weather-related events, have been under widespread
research and development, there are still numerous
research gaps that need further research. First, in most
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of the available weather-related forecasting methods,
numerous assumptions have been made which reduces
the accuracy of results’ accuracy. The meteorological
data used in forecasting weather-related events depend
on local historic datasets capturing the propagation of
a single event in a specific geographical location.

Facing the increasing penetration of distributed
energy resources (DERs) in the emerging power
systems, the uncertain nature of these energy resources
should be properly handled in vulnerability
assessment. Based on Table I, current references

TABLE L.

N-k  Outage type Contribution

Vulnerability index

ignore DERs and their volatile nature in vulnerability
analysis.

Moreover, nearly all works focus only on a
specific aspect (operational failures, weather impact,
cyber attack, natural disaster, etc.) of vulnerability.
There is a need to formulate an integrated framework
for power system vulnerability which considers more
than one variable. Thus, it is important to model and
include these variables, in addition to operational
failures, while assessing power system vulnerability.

SUMMARY OF RECENT RESEARCH ON STATIC/DYNAMIC VULNERABILITY ASSESSMENT
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This study reviewed some major works in
vulnerability assessment. This can be an exceptional
starting point for researchers in the field of power
system security. Recent research [56-63] indicates that
the full potential of vulnerability analysis is yet to be
utilized in modern power systems.

V. CONCLUSION AND FUTURE WORK

The power system is a cornerstone of modern
society. Efficient operation of power system is the key
to providing power to consumers at all times.
However, vulnerability has also been brought in to the
picture in recent years. Therefore, a great effort is
necessary to deeply understand the vulnerability, to
protect the power systems from various unwanted
events and threats. Therefore, this paper reviewed
some pertinent literature in this regard, and
consequently, pointed out some research gaps.

There are various challenges in assessing the
vulnerability of a power system. One of the main
challenges, which remains to be unraveled, is how
power systems can accurately predict and adapt to the
approaching extreme events. The expansion of
innovative technologies, frameworks, and strategies
constitute a significant step toward a less vulnerable
power system in the face of a changing natural, social,
and economic environment with uncertain and
incompletely understood influences.

NLP/MATLAB,

VIGS and SVIGS PSAT ACPF x
________________________ NLP/MATLAB T
’ (simulations), "
£ RTDS (real time DEH x

simulations)

This paper provides the foundation for a more
comprehensive research roadmap to reduce power
system vulnerability. Research on power system
vulnerability is just the tip of iceberg. Extreme events
will always be a daunting challenge to power system
researchers. Thus, as a future work, it is important to
research and devise reasonable solutions to these
challenges. It is believed that this review would
provide a good starting point for any research in the
domain of power system security and stability, and
would certainly be helpful for further research in the
significant area of power system planning under
security constraints.
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