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Abstract–A smart power system is essentially a cyber-

physical system (CPS) which incorporates unique 

features of both a power system and a Supervisory 

Control and Data Acquisition (SCADA) system. The 

role of SCADA system is to aid in online measurement, 

control, and management of power system. The presence 

of cyber layer significantly advances the effectiveness 

and efficacy of the smart power system. However, this 

layer also increases the vulnerability of the system 

against various outside threats and intrusions, 

commonly known as cyber threats or cyber attacks. 

Therefore, it is of great significance to assess the impacts 

caused by these attacks on the smart power system. 

Therefore, this paper uses a risk-based approach to 

assess the economic impacts caused by these attacks on 

the smart power system. The IEEE 39-bus test system 

was used to demonstrate the effectiveness of the 

proposed approach. Two different case studies were 

conducted. All simulations were conducted using 

DIgSILENT PowerFactory commercial software. 

Keywords-Cyber attack; economic impact; risk; 

SCADA; smart grid; vulnerability 

I.  INTRODUCTION  

Due to various technological advancements, the 
power system has enhanced its flexibility, and is able 
to incorporate advanced architectures to meet the 
significant requirements of the modern power system 
functions [1-2]. Moreover, the communication 
technology has a vital role in enhancing the 
monitoring and control functions in the power 
systems. Therefore, more communication protocols 
are being researched. This transformation of power 
system is commonly known as the smart power 
system. National Institute of Standard and Technology 
(NIST) introduced the basic model of smart grid in [3]. 
The physical infrastructure of the power system is 
called the physical layer and other components such as 
Supervisory Control and Data Acquisition (SCADA), 
advanced metering infrastructure (AMI), and 
communication protocols are part of the cyber layer. 
These two layers form a diverse type of system knows 
as the cyber-physical system (CPS) [4]. Due to the 
evolving cyber space, complex threats and severe 
attacks are part of the smart power system analysis. 
These cyber threats are culminated using various 
malwares such as, Stuxnet, Flame, Duqu, etc. [5]. 
Various implications of typical cyber-attacks in power 
systems are illustrated in Fig. 1. 

 
Fig. 1.  Cyber-attack implications in power systems 

 
Recent cyber studies indicate that the economic 

impact of a few cyberattacks on U.S. critical 
infrastructure could surpass $700 billion, and leave up 
to 70% of the U.S. without electrical power for at least 
six months [6-7]. Cyber threats are constantly on the 
rise owing to transformation of power systems as 
mentioned in the European Union Agency for 
Cybersecurity (ENISA) smart grid threat landscape 
report and NIST report for Guidelines for Smart Grid 
Cybersecurity [8-10]. For instance, a huge cyber-
attack occurred on Ukraine’s power system, by a 
malware (BlackEnergy), in 2015. The malware was 
installed by the intruders on the computers, located in 
control center. This cyber intrusion happening 
demonstrates that hackers can harm a large 
Information and Communication Technology (ICT) 
network within no time. Moreover, cyber hackers are 
difficult to trace because of cryptographic spear 
phishing and unknown source address. Moreover, 
cyber attackers can access any part of the network 
with full network access, and can cause large-scale 
system-wide havoc [11]. 

 Reference [11] discussed an account of cyber 
systems in a typical smart grid. The article highlighted 
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the significance of cyber protection and cyber-physical 
system testbeds. Reference [12] provided a review of 
the cybersecurity necessities in smart grids. Moreover, 
it entailed various kinds of dangerous cyberattacks. In 
[13], a cybersecurity protection methodology for 
control systems of smart grid was elaborated. 
References [14-15] entailed a detailed review of 
models, and approaches, for the cyber-physical 
interaction. Reference [16] presented an offline co-
simulation testbed for evaluating various cyber-attacks 
and their technical impacts. Reference [17] provided 
an original model for the assessment of the validity of 
an active cyber-physical network. In addition to these 
works, there are numerous research works which 
highlighted the significance of incorporating cyber 
security in power systems. These works signified that 
research literature on cybersecurity issues in smart 
power systems is swiftly rising. The main shortcoming 
of these research papers is that they focus on 
identifying security threats. Moreover, majority of 
them focus on assessing the technical impacts of cyber 
threats rather than assessing the economic impacts. 
This imperative gap is the main theme of this paper, 
i.e., to provide a quantitative economic assessment of 
impact of cyber-attacks in terms of risk. 

In today’s time, the role of SCADA cannot be 
underestimated. It is used to collect data and 
information from remote facilities using remote 
terminal units (RTUs), and to send the control signals 
to power system components, such as switches and 
circuit breakers. As the power system becomes highly 
dependent on the SCADA system for its effective and 
efficient functioning, the liability of the robustness and 
resilience of power system increases. This increases 
the system vulnerability to external cyber threats [18]. 
Thus, it is of great significance to assess and quantify 
the various impacts which can be caused by cyber-
attacks on the power system. To conduct such 
assessment, it is essential to do a quantitative study of 
the severity of cyber-attacks [19-20]. As SCADA 
directly controls the power system, it is beneficial to 
examine the various effects of cyber-attacks on the 
SCADA network. Consequently, these attacks will 
impact power system operation in various ways.  

Conventional risk assessment of power system 
considers the impact of failures of (N-1) components 
and consequently, evaluating the corresponding 
impacts. With the evolution of technology and 
evolution of power grid to smart grid, the threat of 
cyber-attacks is on the rise. Thus, it is important to 
evaluate the risk-based impact of these attacks on the 
power system. Some research work has been done in 
this direction. Reference [21] discussed 
comprehensively about the risk of several components 
of the electric power network. Similarly, [22] 
proposed a risk-based method to evaluate the impact 
of cyber-attacks within the control system. Reference 
[23] devised a Bayesian-logic based risk assessment 
method to enumerate the impact of outside threats on 
the industrial cyber-physical systems. Reference [24] 
used a Petri-net model to analyze information security 
risk assessment in a power system. To consider the 
impact of cyber-attacks, the security objectives related 
to cyber-attacks must be defined. These objectives are 
essential to guarantee the control and monitoring 

functions are within a satisfactory risk level. The 
objectives are confidentiality, integrity, and 
availability [25]. Within the domain of smart power 
grids, these three objectives can be defined as follows 
[25]. These objectives are collectively known as the 
CIA (confidentiality-integrity-availability) triad, as 
shown in Fig. 2. These terms are briefly discussed 
below. 

 

Fig. 2.  The CIA triad 

Confidentiality implies that only the authorized 
people can access the data or information. This also 
includes various personal information and exclusive 
information. A loss of confidentiality could result in 
loss of reliability of the information. Confidentiality 
measures are essential to protect the information from 
unlicensed misuse. 

Integrity means that data and information during 
and after transmission should not be modified. This is 
very vital particularly for the control systems which 
send signals to power system components such as 
switches and circuit breakers. The loss of integrity can 
result in system collapse. Integrity measures are 
important in protecting the information from 
unauthorized alteration. 

Availability implies that components and network 
services should be promptly available to authorized 
users only. A loss of availability can cause disruption 
in the use of services and devices. Availability 
measures protect uninterrupted access to the network. 

An adversary can attack a smart grid using three 
different ways: component wise, protocol wise, and 
topology wise. The component wise attack targets the 
field devices such as switches and circuit breakers. 
Protocol wise attacks focus on the communication 
technology deployed. Topology wise attack target the 
topology (radial, interconnected, mesh, etc.) of the 
communication system of the smart grid [26]. In this 
work, it is assumed that adversary has full information 
on the power system, including the topology of the 
grid and locations of critical components such as lines, 
generators, circuit breakers, etc. 

Although, there are various types of cyber-attacks 
that can occur in a typical power system, the major 
ones are shown in Fig. 3. 

The rest of the paper is organized as follows. 
Section II describes the computation procedure for 
computing economic impacts and consequent risks 
due to cyber attacks resulting in line and generator 
outages. Section III elaborates the mathematical 
formulation. Sections IV and V present case studies 
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and simulations. Section VI presents results and 
discussion. Finally, Section VII concludes the paper 
with suggested future research directions. 

 

 

Fig. 3.  Types of cyber attacks 

II. COMPUTATION PROCEDURE 

The computation procedures are outlined in Fig. 
4 and 5. Firstly, referring to Fig. 4, in the first step, 
optimal operating cost of the system is computed 

under normal conditions. This is denoted by oC . At 

this stage, there is no cyber-attack, and the system is 
operating normally. Then, the intruders take control 
of a line breaker and opens it. After this line outage, 
the resulting optimal cost and its deviation from 
base-case optimal cost is computed. The process is 
repeated till all lines have been outaged (one at a 
time). Finally, the risk due to line outages, denoted 
by RL, is computed. In the next step (Fig. 5), the 
same process is conducted, incorporating (N-1) 
generator outages, and consequently, the risk due to 
generator outages, RG, is computed. The net 
impact  is then computed by adding these both risk 

indices (RL and RG). 

III. MATHEMATICAL FORMULATION 

Let oC be the optimal operating cost of the 

system under normal conditions (no cyber-attack). 

Let LnC  denote the optimal cost of the system 

under nth (N-1) line outage due to cyber-attack. 
Then, deviation from optimal cost under this 

condition is given by LnC . Mathematically, we 

can write it as follows  

Ln Ln oC C C = −                         (1) 

The average cost deviation due to (N-1) line 

outage is given by LC . Mathematically, 

             
1

LN

Ln

n
L

L

C

C
N

=



 =


                              (2) 

where NL denotes number of lines in the system. 
 

 
Fig. 4.  Procedure for assessing risk due to line outages 
 

 
Fig. 5.  Procedure for assessing risk due to generator outages 

 

The risk due to (N-1) line outage is given by RL, 
i.e.,  

                     L L LR P C=             (3) 

where PL denotes probability of line outage by 
cyber-attack and its value is assumed to be 0.0001. 

Let GnC  denote the optimal cost of the system 

under nth (N-1) generator outage due to cyber-
attack. Then, deviation from optimal cost under this 

condition is given by GnC  as follows  

                   n NG G oC C C = −          (4) 
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The average cost deviation due to (N-1) 

generator outage is given by GC  

              
1

GN

Gn

n
G

G

C

C
N

=



 =


                         (5) 

where NG denotes number of generators in the 
system. 

The risk due to (N-1) generator outage is given 
by RG, i.e.,  

                G G GR P C=             (6) 

where PG denotes probability of generator outage 
by cyber-attack and its value is assumed to be 
0.0001. 

Let   denote the net economic impact due to 

both (N-1) line and (N-1) generator outage, caused 
by cyber-attack. Assuming both these outages are 
independent, we can write, 

            G LC C =  +            (7) 

Let RT denote the total risk due to both outages, 
i.e., 

                T CR P =             (8) 

where PC denotes probability of cyber-attack (on a 
single line and generator) and is given by 

   0.0001 0.0001 0.0002C L GP P P= + = + =          (9) 

IV. CASE STUDY I: GENERIC CYBER ATTACK 

The IEEE 39-bus test system was used to 
conduct the required analysis for this study. The 
single line diagram is shown in Fig. 6. The numerical 
data and parameters were taken from [27]. The 
coefficients of generator cost curves for thermal 
generators were taken from [28]. DIgSILENT 
PowerFactory software was used to conduct the 
required simulations [29]. Further, it was assumed 
that generators and lines are equally prone to attack 
by cyber intruders. Although, this may not be always 
true, depending on the location of generators, but for 
the simplicity of presenting and analyzing results, 
this is a reasonable assumption. 

 

 

Fig. 6.  IEEE 39-bus test system 

V. CASE STUDY II: DATA INTEGRITY ATTACK 

The IEEE 39-bus system was used for 
conducting required simulations. In this case, data 
integrity attack on automatic generation control 
(AGC) was modeled. This is the kind of attack in 
which the attackers target to manipulate the data [30-
31]. There are generally two types of data integrity 
attacks: Min and Max. 

A Min attack is defined as an integrity attack 
where the actual output y from the sensor i is 
modified to be ymin. Similarly, a Max attack is an 
attack where the actual output of the sensor i is 
modified to ymax. Mathematically [30], 

 

      min

min   

( )  for 

for 

i

i

i

y t t
y

y t


= 


        (10) 

 

    max

max   

( )  for 

for 
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i

i

y t t
y

y t


= 


        (11) 

 

where { , }s et t= is the attack duration, ts and te are 

the attack start and end time, respectively. 

Various quantities in power system such as 
current, voltage, frequency, etc. are instances of 
sensing signals. These measurement signals are sent 
to main control center every couple of seconds, using 
the SCADA network. They help in closing/opening 
of circuit breakers, ramping up/down of synchronous 
generators, etc. A data integrity attack on such vital 
signals can cause a lot of damage to power system. 
Fig. 7 shows a graphical interaction between these 
several modules [30]. 
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Fig. 7.  Typical AGC schematic and interactions 

 
As mentioned, AGC is very vital in relation with 

the sensing and control signals. The basic job of 
AGC is to correct line flows and adjust frequency 
deviations. It is also responsible for power exchange 
control between two different geographical areas. 
The frequency deviation and net power flow are used 
as inputs for AGC algorithm, as shown in Fig. 8 
[30]. The communication channel which transmits 
frequency signal to control center is marked as F; 
whereas the communication channel transmission 
power flows is indicated by P. Therefore, a data 
integrity attack on any of these channels will result 
in frequency and/or power flow error. 

 
 

Fig. 8.  Control system of AGC in a typical power system 
 

VI. RESULTS AND DISCUSSION 

Based on the computation procedure described in 
Fig. 4 and Fig. 5, the value of Co is computed to be $ 
3,125,486. The graphical results for (N-1) generator 
outage is shown in Fig. 9. The corresponding tabular 
results are shown in Table I. Similarly, the graphical 
results for (N-1) line outage is shown in Fig. 10. The 
corresponding tabular results are shown in Table II. 

 

 
 

Fig. 9.  Cost ($/hr) for individual (N-1) generator outages 
 
 
 
 
 

TABLE I.  COST DEVIATIONS FOR INDIVIDUAL (N-1) GENERATOR 

OUTAGES 

Generator 
Outage 

CGn ($/hr) GnC ($) 

G1 3,129,341 3,855 

G2 3,148,804 23,318 

G3 3,136,353 10,867 

G4 3,135,166 9,680 

G5 3,249,322 123,836 

G6 3,151,645 26,159 

G7 3,137,182 11,696 

G8 3,128,192 2,706 

G9 3,156,116 30,630 

G10 3,125,628 142 

  ΔCG = $ 24,289 

 

 
Fig. 10.  Cost ($/hr) for individual (N-1) line outages. 

 

TABLE II.  COST DEVIATIONS FOR INDIVIDUAL (N-1) LINE 

OUTAGES 

Line                
Outage 

    CLn ($/hr)       ($)LnC  

1-2 3,126,055 
569 

1-39 3,126,098 
612 

2-3 3,126,620 
1,134 

2-25 3,125,545 
59 

3-4 3,125,828 
342 

3-18 3,125,688 
202 

4-5 3,127,045 
1,559 

4-14 3,128,393 
2,907 

5-6 3,129,847 
4,361 

5-8 3,126,069 
583 

6-7 3,133,851 
8,365 

6-11 3,127,571 
2,085 

7-8 3,126,236 
750 

8-9 3,126,645 
1,159 

9-39 3,126,486 
1,000 

10-11 3,127,296 
1,810 

10-13 3,128,625 
3,139 

13-14 3,129,931 
4,445 

14-15 3,125,793 
307 

15-16 3,127,673 
2,187 

16-17 3,127,323 
1,837 

16-19 3,132,710 
7,224 

16-21 3,128,809 
3,323 

16-24 3,126,484 
998 

17-18 3,126,960 
1,474 

17-27 3,125,620 
134 
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21-22 3,137,411 
11,925 

22-23 3,126,915 
1,429 

23-24 3,132,526 
7,040 

25-26 3,125,500 
14 

26-27 3,128,273 
2,787 

26-28 3,126,774 
1,288 

26-29 3,127,729 
2,243 

28-29 3,131,974 
6,488 

  
ΔCL = $ 2,522 

 
From Figs. 9-10 and Tables I-II, it is determined 

that Line 21-22 and Generator 5 result in highest 
system optimal cost (and hence greatest deviation 
from base-case optimal cost). Thus, these two 
components are considered most critical in terms of 
assessing cyber-attack impacts. Special attention 
must be paid to these components by system 
planners so that appropriate policies, and strategies 
can be devised to protect their integrity and to make 
the system as reliable as possible. Thus, the net 
economic impact  of the cyber-attack due to both 

outages (line and generator) is computed as follows.  
 

    $26,811/G LC C hr =  + =          (12) 

  

    0.0002 5.362T CR P  =  =  =        (13) 

 
In the second case study, regarding the data 

integrity attacks, two different cases (known as AGC 
algorithm in this research paper) were simulated. 
This algorithm essentially represents the relation 
between system frequency deviation and power 
flows in the lines. This, in turn, determines the 
decision whether synchronous generation needs to 
ramp down or ramp up. Two different cases were 
considered. In the first case, generation of system 
was decreased by 10% and in the second one, it was 
decreased by 20%. The corresponding costs and 
results obtained are shown in Table III. 

TABLE III.  IMPACT OF DATA INTEGRITY ATTACK USING AGC 

ALGORITHM 

Case Type Cost ($/hr) 

Base Case 3,125,478 

Case 1 (10% generation 
decrease) 

3,146,975 

Case 2 (20% generation 
decrease) 

3,248,627 

 
The future trends in power system seem to move 

towards automation. It is very important to analyze 
and assess various impacts caused by cyber-attacks, 
well in advance, so that the planners can plan the 
system to adapt seamlessly to these attacks. 
Moreover, it is important to consider probabilistic 
behavior of power system when analyzing the 
severity of cyber threats, especially in the presence 
of renewable generation sources, such as wind and 
solar energy [32-38]. Moreover, the increasing 
number of researches [39-54] in recent years is a 
significant pointer to further delve into the research 
of cyber-attacks in power systems, incorporating 
various uncertainties. 

VII. CONCLUSION AND FUTURE WORK 

With the evolution of the conventional power grid 

to a smart grid, it is important to understand and assess 

various challenges encountered by it. One of the 

challenges is to assess the economic impact caused by 

a cyber-attack on vital power system components, 

such as generation units and transmission lines. This 

paper presented a method to assess the risk-based 

economic impact of a cyber-attack targeted towards all 

lines and generators. The IEEE 39-bus test system was 

utilized to conduct the required simulations and 

assessment. Two different case studies were 

conducted. The results showed that the economic 

impact is substantial enough to damage to the power 

system. Critical generator and line were also 

identified. This information is vital for power system 

planners for accurate decision-making. 

 As a future work, the impact of cyber-attack on the 

smart power grid can be considered in the presence of 

renewable generation, especially wind. Moreover, 

approaches to improve power system resilience in the 

presence of cyber threats is an open area of research. 

Effective approaches for co-simulation of power and 

cyber events should be explored. Appropriate 

modeling approaches, for other kinds of cyber-attacks, 

such as, confidentiality and availability attacks, must 

be researched, with respect to power systems. 
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